IIpoekT mo Kommiorbpau mpexku na Kommiorspan Hayknm

Kamen Hdumurpos Mmasenos, I'pyra 6

8 IOuum 2023

Tema 1.

I.1) Vcaosue

Manbanere mpexkara ot Jlaboparopuo ympaxkuenme No7. Ilombimere mpemocTtaBeHuTe TabOJIUIIATE U
UBII'bJIHETE CJICTHUTE 38/a9M, KATO HATIPABATE CHUMKY HA TIOJyIeHUTE PE3yITATH:

o IIpenu koudurypupane una Firewall:

— Tlokazxere mapmpyTuuTe Tabaumna Ha Routerd u Routerb

— IokaxkeTe HATMYINETO HA KOMyHUKAIU MexK 1y ycrpoiictso “Home Admin” u o esmo yeTpoitcTBo
OT OCTAHAJINTE MPEXKU;

— IMokaxkere, 1e ycrpoiicra ,Home", “Admin”, “HR” u “webterm-1" moraT ja OTBOPST CTpaHUIIATA
wa OMU
e Ciexn koudurypupane Ha Firewall
— ITokaxkeTe ChbCTOSHUETO HA KOMYHUKAIMA MeXK 1y yeTpoiicTso “Home Admin” u o eiHo ycTpoiicTBo
OT OCTAHAJINTE MPEXKU;
— Ilokaxkere, mam ycrpoiicrsa ,,Home", “Admin”, “HR” u “webterm- 1” Mmorar mga oTBOpPSIT CTpaHUIIATA

na ®MU

Wsnonzsaiire e Reject npu koudurypupane ua Firewall, O6sicuere 3a1110 B T031 ciry4ail e 3a npeanoInTa
npel m3noj3BaHeTo Ha e “Drop”. 3a KOMyHHUKalldsi € JOCTATHYHO W3IIbJIHEHWE Ha KOMaHjaTa “ping’.
[TompobrocTr 3a MpexkaTa ca HAJUYHA B PBKOBOACTBOTO 3a Jlaboparopuo Ymupaxkuenue Ne7.

I.2) Pemenne

CBotcanasam 36 CPABHUMENHO AOWOMO KGUECMBO Ha HAKOU 0M u3odpasceruama, mpabsawe da nobepa
dokymenma 6 mydsackus sumum om 2MB.

Tloampexmu:
[Tommpexa Anpec na | Macka | Bp. 1P | Bp. uzm. | IIbpBusa Tlocnemaus
MpeKaTa ajpecu 1P M3Moa3BaeM | msnoJizpaem [P
IP ampec ajpec
A 192.168.4.0 /30 4 2 192.168.4.1 | 192.168.4.2
B 192.168.4.4 /30 4 2 192.168.4.5 | 192.168.4.6
C 192.168.4.8 /30 4 2 192.168.4.9 | 192.168.4.10
D 192.168.4.12 /30 4 2 192.168.4.13 | 192.168.4.14
E 192.168.4.16 /30 4 2 192.168.4.17 | 192.168.4.18
F 192.168.4.20 /30 4 2 192.168.4.21 | 192.168.4.22
G 192.168.4.24 /30 4 2 192.168.4.25 | 192.168.4.26
H 192.168.4.28 /30 4 2 192.168.4.29 | 192.168.4.30
A ivmH. 172.17.0.0 /25 128 126 172.17.0.1 172.17.0.126
Yogemku pecypcu | 172.17.0.128 /25 128 126 172.17.0.129 | 172.17.0.254
DHCP 172.16.0.0 /25 128 126 172.16.0.1 172.16.0.126
DMZ 172.16.0.128 /25 128 126 172.16.0.129 | 172.16.0.254
Paboruu Crannuu | 10.0.0.0 /8 16777216 | 16777214 | 10.0.0.1 10.255.255.254




IP agpecn na maTepdeiicure:

XocT Nurepdeiic IP ampec Anpec ma Mpezka
Gateway Etherl DHCP 192.168.0.0
Ether2 192.168.4.17 192.168.4.16
Ether3 192.168.4.21 192.168.4.20
Routerl Etherl 172.17.0.126 172.17.0.0
Ether2 192.168.4.1 192.168.4.0
Ether3 192.168.4.5 192.168.4.4
Etherd 192.168.4.18 192.168.4.16
Router2 Etherl 172.17.0.254 172.17.0.0
Ether2 192.168.4.9 192.168.4.8
Ether3 192.168.4.6 192.168.4.4
Ether4 192.168.4.25 192.168.4.24
Router3 Etherl 192.168.4.22 192.168.4.20
Ether2 192.168.4.2 192.168.4.0
Ether3 192.168.4.13 192.168.4.12
Ether4 172.16.0.254 172.16.0.128
Router4 Etherl 172.16.0.126 172.16.0.0
Ether2 192.168.4.10 192.168.4.8
Ether3 192.168.4.14 192.168.4.12
Ether4 192.168.4.29 192.168.4.28
Routerb Etherl 192.168.4.26 192.168.4.24
Ether2 192.168.4.30 192.168.4.28
Ether3 10.255.255.254 10.0.0.0
WebServer Etherl 172.16.0.129 172.16.0.128
DHCP Anvus. Etherl 172.16.0.1 172.16.0.0
DHCP 4P Etherl 172.16.0.2 172.16.0.0
DHCP Cranmun Etherl 172.16.0.3 172.16.0.0
HR Eth0 DHCP 172.17.0.128
Webterm-1 Eth0 DHCP 10.0.0.0
Admin Eth0 172.17.0.28 172.17.0.0
PC1 EO DHCP 172.17.0.0
PC2 EO DHCP 172.17.0.128
PC3 EO DHCP 10.0.0.0
PC4 EO DHCP 10.0.0.0
PC5 EO DHCP 10.0.0.0

e Ilpemu Firewall

— MapmpyTaa Tabauna #Ha Router3:
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Router3

ags: € - connect, § - static, R - rip, 0 - ospf, B - bgp

_n
® % ~
&

R
R
R
R
R
R
R
R
3 R
R
8 R
R
>R
3R
4 R

DST-ADDRESS
0.0.0.0/0

el el = e = e

GATEWAY

FRI

METRIC

2

MO R W

RN OR NN N W

[




MaprmpyTaa Tabauna xna Routerd:

Routers

C - connect, § - static, R - rip, 0 - ospf, B - bgp
DST-ADDRESS GATEWAY FROM METRIC
4.29 4

172.16.0.8
172.16.0.12
172.17.0.

192.168.4.29
192.168.4.29
192.168.4.25

J

MO W

172.17.90.128/25 192.168.4.25
192.168.08.0/24 192.168.4.29
192.168.4.@ 192.168.4.29
192.168.4.4/ 192.168.4.25
192.168.4.8/ 192.168.4.29
192.168.4.12 192.168.4.29

.168.4.25

.168.4.29
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— Orsopenn crpanury Ha PMU ot yerpoiicrsa "Home”, "Admin”, "HR” u "webterm-1”

minerva - TigerVNC

] - LXTerminal
x|+ Fle Edit Tabs Help

§ ParynTeT no maTemaT)

“~ ¢ @ @ & hetps:iiwefmiuni-sofia bg

ET I'I.O MATEMATUKA WU UHPOPMATNKA

e

ThpCeHe .

HOBMHW CbBUTHUA BEBP3NBPB3IKKM  AKTYANHO

& [yBnnyHa 38WMTa Ha AMcepTaunoHeH Tpya Ha AnBeda AHTOHOBS 38 npnacbueaHe Ha OHC
"noKTop”,09.06.2023

* KaTeapaVHhopMaunoHH TEXHONDMMK OPraH3vpa 3alKTa Ha AMIAoMHY paboTi,
16.06.2023

e ONuprkaBeH nanut 2023r.
11.07.2023w 12.07.2023 - eTOpa cecWA Ha yyebHaTa 2021/2022r;
11.09.2023 1 12.09.2023 - nbpea cechn Ha y4ebHaTta 2022/2023r.
MogasanHe Ha 3asanenins 09 Mall - 16 oHu, 9:30 - 12:00 1 13:30 - 16:00 Bra6.221
MonpaBuTenda cecua npes y4ebuara 2022/2023r.
CbrnacHo 3anosen PO-19-135/29 03 20231’ KOﬂTO norrbnea 3ar‘|oaen
PN-19-174/2405 20227 35 Day WATEN 3

§ ®akynTeT nomaTemaTy X | 4+

“)S O G @ & httpsipmfrmiuni-sofia bg

ThpceHe ..

HOBWNHWN CbENTUA BEBP3NBPB3KN  AKTYANHO

* [TyGnnyHa 2aWnT a Ha AMcepTaumMoHeH Tpyd Ha Anbexa AHToHOBa 3a npuaotveaxe Ha OHC
"OokTop”,09.06,2023

* Kategpa VHdopMaumoHHA TEXHONOMMKM Opr aHM3UPpa 38T a Ha GUNNoMHN patoTi,
16.06.2023

* OupxcaseHdwanuT 2023r:
11.07.2023w 12.07.2023 - 8TOpa cecuA Ha ywebHaTa 2021/2022r;
11.09.2023 1 12.09.2023 - nepea cecna Ha y4ebHaTa 2022/2023r.
Mogasane Ha 3aasAeHna. 09 mai - 16 oHn, 9:30 - 12:00 1 13:30 - 16:00 e rab. 221
MonpaeutenHa cecua npeayvebrara 2022/2023r.:
Eﬁrﬂ?itﬁ 3anosen F'.El 19-135/ 2? 03 2023r KORTO ﬂ.onbnaa 3anoseu
LA oS
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TopceHe ..

HOBMHW CbBUTHUA BBP3NBPB3KN AKTYANHO

» [yGnuyHa 3aWwnTa Ha AMCERTAUWOHEH TRYA Ha AnBeHa AHToHoBa 3a npuaobreade Ha OHC
"acktop”, 09062023

* KaTenpa VHBopMaUnoHHn TeXHON0r K 0praHi3upa 3aWKTa Ha JUNNoMHK patoTw,
16.06.2023

» NupxaseHd nanut 2023r.:
11.07.2023 1 12,07.2023 - BTOpa cecua Ha yyebHaTa 2021/2022r;
11.09.2023 1 12.09.2023 - mepBa cecka Ha yvebHaTa 2022/2023r,
(Mogasare Ha 3ansaeHus. 09 Mai - 16 oHw, 9:30 - 12:00 1 13:30 - 16:00 B Kab. 221
MonpaBuTenHa cecua npesy4ebrarta 2022/2023r.:
CwrnacHo 3anoeen PO-19-135/29.03.2023r. ,koAaTo gonsnea 3anceeq
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ET O MATEMATUKA U UHPOPMATHMKA
ou B

ThpCEHE ...

HOBWUHW CbBEUTUA BEBP3UBPB3IKWU  AKTYAJIHO

® [TyGnuyHa 3alKnTa Ha QMcepTayWoHeH Tpya Ha AnBeHa AHTOHOBA 3a Nprgobueare Ha OHC
"nokTop”,09.06.2023

® KaTtegpa MHopmaumorHu TeXHO NG MM OPraHnavpa 3aWMTa Ha gunaoMHn paboTti,
16.06.2023

s [lepacapeH ManuT 2023r.:
1107.2023 1 12.07.2023 - 8Topa cecws Hay4ebHaTa 2021/2022r;
11.09.2023 1 12.09.2023 - mopea cecwA Ha yuebHaTa 2022/2023r.
MogasaHe Ha 2aasnermns 09 Mait - 16 roHn, 9:30 - 12:00 1 13:30 - 16:00 grab. 221
MonpaenTenHa cecua npes y4ebHaTa 2022/2023r.:
CwrnacHo 33”°§ﬁﬁf{" 19-135/29.03.2023r., kKoATo Jonbnea 3anceeq
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o Cien Firewall

— Komynukarmus mex iy "Home(Admin)” u ycrpoiicTBa OT OCTAHATIATE MPEXKI

Routerl Subnet

Router3 Subret

jwy B |@ Problem loading page - Mozill| 8 L XTerminal 16:33

— Camo "webterm-1” me moxke na orsopu crpaunara Ha @MU, "Home”, ?Admin” u "HR” morar
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@ AKY NTET MO
MATEHATHEA Ha4ano MpeacTaeAHe ¥  AKaeMWYeH ChCTAaBA-A  KOHTakTW  BubnuoTexa

[l
HH® OPMATHKA

CTPYKTYPA ~  OBYHEHVE ~

NMOJIEBHA
WHOOPMALLNA
3A

>

>

>

g

CTyOeHTIA
[okTopaHTi
MpenopaBaTtenu
WzcnepoBatenu
Mporpama EQC

Kananaarti sa obydveHue

HoBKHK ~

MPUWEM ~  HAYHHOWZCNEOQOBATENCKA ,qEI:1HC|CT » [POMPAMAEOC » ChCTE3AHIA ~

HOBWHM CBBUTHNA BBP3MBPB3IKWN AKTYANHO

MyBnyma 3awwTa Ha gucepTaumoHed Tpya Ha Anbera AHToHDBa 38 Npraobneare Ha
OHC"gokTop",09.06.2023

* KaT enpa !'1-If.‘,.'UF.“"I-jJ..'ICHHl"I TexHONOrMKM OpraH 3M[ JalnTa Ha QMnnaomMHA p-jL“C T,

16.06.2023

* Neprxasged nsnut 2023r:
11.07.2023w 12.07.2023 - 8Topa cecun Ha y4ebraTta 2021/2022r;
11.09.2023wn 12.09.2023 - nbpBa cecwa Ha yyebHaTa 2022/2023r.
Monasane Ha 3aasnerus: 09 mali - 16 1oHn, 9:30 - 12:00w 13:30 - 16:00 e rab. 221
MNMonpaeuTenHa cecua npesy<ebrnara 2022/2023r.:
CernacHo Janoeeg PO-19-135/29.03.2023r. , koAaTo gonenea 3anoeeg
PO-19-174/26.05.2022r,, 38 DakyNTeTa No MaTEMaTUKa W MHGOpMaTUKE
noNpasuTENHaTa M3NMTHAa cecus e B nepuoaa 14.08.2023-03.09.2023r.
JTkengaymuoHHa M3NUMTHAa cecun 3a y4ebuara 2022/2023r. exe OMI - 05.09.2023r
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D AKYATET NO
MATEMATHKA Havano MpepcTassHe ¥ AKafeMWYEeH CbCTagA-A  KoHTakTw  BubBnwoTeka

M
MH® OPMATUKA

E~ [MPHEM ~

MOJIE3HA
MH®OPMALMA HOBWUHW CbBEUTKA BEBP3INBPB3IKN AKTYANHO
3A

* [yBnnuda 38K Ta Ha ArcepTaunoHeH Tpya Ha Anbexa AHToHoBa 3a npuaobraade Ha
¥ CrynedTu OHC"gokTop",09.06.2023

* KaTegpa R opmMaunorHn TexHONOrMK Opr aHM3nMpa 3aWnTa Ha JUnaomMHEd paboTe,
> [OokTopaHTn 16.06%%23 hoprayy P P W il 3]
> [lpenopasarten ¢ NupxcapeHd manuT 2023r.:

11.07.2023 1 12.07.2023 - eTOpa cecus Ha y4ebHaTa 2021/2022r;

11.09.20231n 120%.2023 - mepBa cecn Ha yyebrata 2022/2023r,

Mogasare Ha 3assnenHmns 09 mai - 16 onm, 9:30 - 12:00 11 13:30 - 16:00 s xab. 221
MonpasutenHa cecun npes y4ebuara 2022/2023r.:

v |AscnegoBatenu

Mpor pama EOC CurnacHo 3anoeen PO-19-135/29.03.2023r., KoATo pombnea 3anoseg
PO-19-174/26.05.2022r,, 3a DakynTeTanoMaTemMaTka 1 MHhopMaTiiKa
Kananaatw 3a oByuerme NONpasuTeNHAaTa MINMTHA CecKA e B neproaa 14.08.2023-03.09.2023r,

JIMkBM QaLMOoHHA M3NWTHA cecuA 3ay4ebraTa 2022/2023r. gbe OMA-05.09.2023r.

JWM -] @ DakynTer no MateMaTiKa 1 | M | XTerminal 16:52
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SAKYATET NO
MATEMATHEA Hayano [MpeAcTaeAHe ¥ AKSAEMWYEeH CLCTABA-A  KOHTakTh  BubnuoTexa
L]

HH® OPMATHEA

HosuHK ~

MOJIE3HA
MH®OPMALLNA HOBWHWN CbBEUNTHA BBP3IMBPB3IKKN AKTYANHO
3A

» MyfnuuHa 3aWwmTa Ha AMcepTaunoHeH Tpya Ha AnbeHa AHTOHOBa 3a npyaocbvBaHe Ha
> Crynenta OHC"gokTop",09.06.2023

K

3 ﬂUKTODaHTM . Ig.agg;sggﬂHd)opmauMOHHm TexHONorMm QpraHuzipa aliTa Ha gQunnorHEA paG{JTM.
> Tlpenopasatenu * Nuprasedmznut 2023r.:

11.07.2023w 12.07.2023 - eTopa cecuA Ha yuebHaTa 2021/202 2r;

11.09.2023w 12.09.2023 - mepBa cecks Ha y4ebHaTa 2022/2023r.

Mogasare Ha 3asseqmns 09 mai - 16 orn, 9:30 - 12:00 » 13:30 - 16:00 srab. 221
MonpaesuTenHa cecua npes yyebnara 2022/2023r .

v zcnegoBatenu

Nporpara EOC CwrnacHo 3anosen, PO-19-135/29.03.2023r., koATo Aonknea 3anosen
PO-19-174/26.05.2022r., 33 MakynTeTa No MaTeMaTUKa 1 MHD opMaTIKa
Kangngat 3a ofyyerne nonpaevTeHaTa nanMTHa cecws @ B neproga 14.08.2023-03.09.2023r.

JIMKBU QAW OHHA M3NWTHAa CecuA 3a yHebrHaTta 2022/2023r. 818 OMIA - 05.09.2023r.
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FNot Found -
& server Not Found X |+
&« ¢ @ @ http v.frni.uni-sofia.bg

Hmm. We're having trouble
finding that site.

We can't connect to the server at www.frmi.uni-sofia.bg.

If that address is correct, here are three other things
you can try:

« Try again later.
o Check your network connection.

e |f you are connected but behind a firewall, check that
Firefox has permission to access the Web.

ywm _ @ server Not Found - Mozla Fir W LxTerminal 16:56

Ienra "Reject” e 3a npenmounTane, MOHEXKE MIPU OTKA3aHA 3asBKa HAMA Ja ObJle HY?KHO KJIUEHTA 1A
JakKa JIOKaTO He CTUTHE BPEMEBH JIMMUT, a BeJIHAra pas3bupa, de MperkoBaTa 3asiBKa HAMa Ja MOXKe Jjia ObIe

U3II'bJIHEHA.
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